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Subject: PREVENTIVE MEASURES TO CONTAIN AND STOP FURTHER
SPREADING OF THE W32/SOBIG COMPUTER VIRUS

1. This ICT Advisory is being issued in response to the need to contain and stop
further spreading of the W32/SOBIG computer virus (Virus Type: Worm) that
first appeared sometime in January 2003 and have made a mutated comeback
last June 2003.

2. The said computer virus affects MS-Windows Operating Systems (95, 98, Me,
NT, 2000 and XP). It uses a built-in Simple Mail Transfer Protocol (SMTP)
client and local Windows Network shares to spread itself. The virus-infected
e-mail message uses different Subject Lines and the Message Body asks the
reader to see the attached file. When the attached file is opened, it copies itself
into the Windows folder and adds registry values that will enable it to run on
Windows startup. It can download files into infected computers and run them.

3. Although the virus was reported to deactivate last 14 July 2003, the
repercussion of its covert communication capabilities may give rise to
unspecified problems when the government's computer infrastructure and
security is intentionally breached by foreign and undesirable entities for
unknown intentions.

4. In view of the adverse effects of the said virus, all government agencies are
advised to: (a) Protect all computers in their offices with an anti-virus software
together with updated virus information file; (b) Turn off and remove all
unnecessary/unneeded services in the operating system; (c) Configure the
e-mail server to block e-mail with file attachments (with file extensions .vbs,
.bat, .exe, .pif and .scr) that are commonly associated in spreading a computer
virus; and (d) Educate all government computer users not to automatically open
e-mail file attachments unless they are expecting to receive an attached file.

5. All government agencies are, therefore, advised to implement network security
and data recovery system to ensure continuity of their computerization projects
and security of their network infrastructure.

Date Issued:    22 July 2003 (sgd.)DR. IBARRA M. GONZALEZ
Director General


